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Firmware lies at the heart of IoT devices. Its development depends heavily on third-party libraries (TPLs),
which greatly accelerate the process but simultaneously introduce associated vulnerabilities. Binary Code
Similarity Detection (BCSD) is an effective technique for identifying vulnerabilities in firmware by comparing
pairs of code segments. However, existing studies either evaluate their performance only on small-scale
datasets or lack diversity in terms of vulnerabilities, TPLs, and firmware. Consequently, a comprehensive
understanding of BCSD for real-world vulnerability detection remains absent.

To bridge this gap, we conduct a large-scale study of vulnerability detection across 60,000 firmware images
from 200 vendors using BCSD. Rather than introducing a novel model, we examine the influence of four key
factors—vulnerable function versions, vulnerability search space, function sizes, and compilation toolchains
on BCSD performance. Our results reveal that these factors substantially affect performance, often by wide
margins. To address this, we propose a build-aware query strategy that derives queries from representative
real-world binaries, effectively closing the gap and raising the mean reciprocal rank (MRR) from 0.818 to 0.981.
Furthermore, we demonstrate that a TPL-aware, two-stage search process significantly enhances accuracy,
improving MRR by 18.5% by limiting the search space.
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1 Introduction

The Internet of Things (IoT) has become deeply embedded in modern society, bringing significant
convenience to our lives, such as smart homes, critical infrastructure, and industrial control systems.
According to the report of Statista [41], the number of connected IoT devices will exceed 30 billion
by 2030. Nevertheless, the extensive use of IoT devices also poses security threats [1]. For example,
the Mozi botnet [21] is a P2P IoT botnet that exploits weak credentials and vulnerabilities in routers
and DVRs. Its DHT-based structure makes it resilient and enables large-scale DDoS attacks.

Firmware constitutes the foundation of IoT devices, orchestrating both hardware initialization
and essential system services [22]. In the present era, to accelerate development and satisfy in-
creasingly diverse feature demands, IoT developers frequently incorporate third-party libraries
(TPLs) into firmware, such as OpenSSL for encryption [36] and Zlib [53] for compression. Yet
this integration is double-edged: while it expedites development, it simultaneously introduces
TPL-related vulnerabilities, thereby exposing IoT devices to potential exploitation by attackers.
Even more troubling, a vulnerability in a widely adopted TPL (e.g., OpenSSL) can silently proliferate
across millions of devices from diverse vendors, owing to the pervasive reuse of identical code [51].

Binary Code Similarity Detection (BCSD) [17, 39] is a precise and efficient technique employed
to identify vulnerabilities arising from code reuse. Given a known vulnerable function from a TPL,
BCSD compares it against functions within the firmware, measuring their similarity to identify
vulnerable functions. With the development of deep learning and natural language processing
(NLP) techniques, BCSD are gradually shifting from traditional rule-based [7, 9] to learning-
based [18, 37, 47-49], which shows greater scalability and accuracy. Figure 1 illustrates the pipeline
of vulnerability detection using learning-based BCSD methods, which can be broadly divided into
three principal stages:
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Fig. 1. The BCSD pipeline for vulnerability discovery. A vulnerable function (query) is input to the BCSD
engine, which searches a corpus of target binaries and outputs a ranked list of potential matches.

o @ Feature Extraction. Given a query (known) vulnerable function and a pool composed of a
set of functions, the features are extracted and represented in various formats (e.g., ACFG).

e O Function Embedding. The extracted features are input into a neural network (e.g.,
Struct2Vec), which produces function embeddings that encapsulate function semantics in the
form of high-dimensional vectors.

e ® Similarity Calculation and Ranking. Within the semantic space, the query function
embedding is compared against other embeddings by calculating cosine similarities, after
which the candidates are ranked according to their similarity scores.
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Although a number of studies [9, 11, 14, 18, 24, 31, 37, 47-49] have applied BCSD to vulnerability
detection, investigations into its effectiveness on real-world firmware remain limited for several
reasons. (1) Most existing works conduct real-world analysis only on a small set of firmware images
or third-party libraries (TPLs) [9, 18, 24, 31, 37, 49], often restricted to a narrow range of device
types or vendors. As a result, the evaluation lacks diversity in both firmware and TPL ecosystems,
making it difficult to generalize the conclusions to the heterogeneous landscape of real-world
IoT and embedded systems. (2) These studies typically assess BCSD using only a small number of
vulnerabilities (e.g., 10-20) [11, 14, 47, 48]. Such a limited scope provides only partial evidence of
effectiveness, leaving open questions about scalability, robustness, and applicability to large-scale
vulnerability detection scenarios where various types of vulnerabilities may exist. In addition,
existing real-world analyses are typically conducted to demonstrate the effectiveness of proposed
approaches. Yet, they often lack a thorough examination of the underlying factors that may influence
BCSD performance. Specifically, do variations across different versions of TPLs influence detection
outcomes? Does the static linking of TPLs alter the results? How does the disparity in function
size impact the performance of BCSD methods? Beyond factors extensively examined in prior
research, such as compilers, optimization levels, and architectures, are there still any other factors
that exert a significant influence on the efficacy of BCSD approaches? Therefore, a comprehensive
understanding of how BCSD addresses vulnerability detection in real-world applications is still
lacking.

To bridge this gap and conduct a large-scale systematic study on BCSD for real-world vulnerability
detection, we have two key challenges as follows:

C1 The Construction of Firmware Dataset. The firmware dataset forms the cornerstone of our
empirical study; however, obtaining it is far from straightforward due to several practical chal-
lenges. First, firmware images are distributed across a highly diverse set of sources, including
official vendor websites, ftp sites, and third-party repositories, each of which adopts its own
release practices, formats, and versioning policies. This heterogeneity complicates the process
of building a unified and representative dataset. Second, many vendors employ sophisticated
anti-scraping mechanisms [43] such as rate limiting, dynamic content generation, or access
restrictions, which hinder automated collection at scale.

C2 The Construction of Vulnerability Dataset. Each vulnerability in our dataset consists
of three primary components: the vulnerable function name, the affected versions, and the
corresponding binary function used for matching. The first two components are generally
described within CVE entries, which are expressed in unstructured natural language and
thus challenging to extract accurately. The third component, however, demands not only the
identification and retrieval of the correct source versions but also the automated compilation
of software across a broad spectrum of projects, compiler toolchains, optimization levels, and
target architectures. In particular, build dependencies may be absent, or the target version may
be so outdated that it necessitates an entirely different compilation environment.

In this paper, we seek to offer a comprehensive understanding of BCSD’s effectiveness in real-
world firmware vulnerability detection, while also investigating the key factors influencing its
performance that have been overlooked in prior works [18, 44, 47, 48]. Our analysis method is as
follows. First, to address the challenge of firmware dataset construction, we design a pipeline that
automatically collects firmware images from diverse sources (e.g., official vendor websites and
third-party repositories), employing customized strategies to bypass site-specific restrictions, and
subsequently preprocesses the firmware to extract binaries for vulnerability detection. Second, to
address the challenge of vulnerability dataset construction, we begin by collecting vulnerability
data from NVD [35], and then extract the necessary information through a three-step process:
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rule-based extraction, LLM-assisted extraction, and human verification. To obtain the corresponding
vulnerable binary functions, we clone the source code of the projects and compile the affected
versions for each vulnerability using automated compilation scripts supplemented by manual
adjustments when required. Third, since our goal is to analyze the performance of state-of-the-art
BCSD approaches in vulnerability detection, rather than to propose a new method that surpasses
existing ones, we begin by examining BCSD techniques from the past five years that support cross-
compilation detection. Afterward, we retrain and evaluate these approaches on the public binary
dataset BinKit [24] for pairwise comparison. The most effective approach is subsequently selected
to perform large-scale vulnerability detection, thereby minimizing unnecessary computation and
saving time.

To provide a more comprehensive analysis, we examine the primary factors influencing the
performance of BCSD approaches from four perspectives: 1) the impact of different versions of
TPLs on BCSD; 2) the effect of nested TPLs on BCSD; 3) the influence of function size on BCSD; 4)
the impact of compilation macros on BCSD; Based on the analysis, we reveals that using a version-
matched query improves the Mean Reciprocal Rank (MRR) by 14% compared to the common practice
of using the latest vulnerable function. Furthermore, by combining TPL detection with BCSD to
narrow the search space, we improved the MRR by 5.4% over BCSD alone. We also quantified the
variation in MRR across different target function sizes and identified "complexity valleys."Finally, our
proposed build-aware query strategy (obtaining vulnerable function binaries from representative
in-the-wild binaries by clustering compilation macros) proves to be very effective, improving the
MRR from 0.818 to 0.981, an improvement of nearly 20%.

We summarize our main contributions as follows.

e We construct so far the largest firmware and vulnerability dataset, which includes 46,802
firmware images from 200 vendors, covering nine categories such as NAS, Camera, and
Switch. From these firmware files, we extracted 4,411,056 binary files with a total of 547,578
unique hash values. Additionally, we compiled a vulnerable binary dataset containing 1,069
binaries with nine different TPLs, linked to 402 CVEs and 53 CWEs (e.g., memory leaks, code
injection, and buffer overflows).To facilitate future research, we will open-source this dataset.

e We conduct the first large-scale analysis of BCSD applied to vulnerability detection in
firmware. In this study, we investigate four critical factors that influence detection perfor-
mance: TPL versions, static linking, function sizes, and macro definitions. These factors,
largely overlooked in prior research, also play a pivotal role in affecting the effectiveness of
BCSD for vulnerability detection.

e We propose a build-aware methodology to pinpoint vulnerable binaries, based on the cluster-
ing of compilation macros from representative vendors. This approach has proven highly
effective and demonstrates robust generalization across diverse firmware.

2 Study Design

Figure 2 illustrates the overall architecture of our study, which consists of two primary stages: @
Data Collection and Preprocessing and ® Vulnerability Detection and Evaluation.

The stage @ is dedicated to gathering and preprocessing essential resources, including firmware
images from multiple distribution channels, TPL source code from GitHub or official vendor
websites, and vulnerability information from NVD [35]. Subsequently, we preprocess the collected
data by extracting and filtering binaries from the firmware, compiling the vulnerable versions of
TPL source code into binaries, and identifying the vulnerable functions by referencing their names,
thereby constructing the vulnerability dataset.
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Stage @ is designed to both detect vulnerabilities and evaluate the results from multiple perspec-
tives. Using the binaries obtained in the previous stage and the optimal BCSD approach selected
through the public binary dataset (i.e., BinKit), we construct the vulnerability dataset and function
pool. With these, we perform vulnerability detection and address the four research questions,
assessing the impact of TPL versions, TPL nesting, function size, and macros.
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Fig. 2. Overview of our study architecture.

2.1 Data Collection and Preprocessing

To address the limitations of prior benchmarks, we constructed a large-scale, diverse, and realistic
dataset derived entirely from real-world firmware.

2.1.1  Firmware Dataset Construction. We constructed our firmware dataset according to three
principles that address C1:

o Source discovery and normalization.We collect firmware from official vendor portals, FTP
sites, and vetted community mirrors. Per-vendor fetchers normalize metadata (vendor, product,
version, URL, optional checksum) into a unified manifest, keeping the dataset consistent and
searchable.

Responsible collection.As vendors deploy rate limits, dynamic pages, and gated downloads,

we (1) throttle with exponential backoff and vendor-specific caps; (2) render pages via a headless

browser to capture official links; (3) use public logins/tokens where available; and (4) hand-
queue CAPTCHA-guarded downloads. We do not bypass protections; items requiring extra
credentials are marked ineligible.

e Integrity checks and deduplication.For each image we verify published checksums (when
present) and compute a SHA-256 hash. We remove duplicates by (vendor, model, version, hash)
and collapse repacks by comparing inner filesystem hashes, yielding a clean, non-redundant
dataset.

Preprocessing and extraction.We first filter out non-firmware files, then unpack all images
with Binwalk [19]. During extraction, we record the detected CPU architectures and filesystems for
subsequent characterization. Encrypted or unknown filesystems are flagged and excluded. After
unpacking, we retain executables and shared objects, discard non-binaries, and deduplicate binaries
by content hash to obtain the analysis-ready dataset.

Scale and characteristics. From nearly 200 vendors (e.g., Hikvision, TP-LINK, Cisco) we collect
59,374 firmware images. We successfully unpack 46,802 images (yielding about 4.4M binary
files after extraction). After filtering and deduplication, the final dataset contains 547,578 unique
binaries. Architectures are dominated by ARM (45.62%) and MIPS (44.91%), and 96.51% of binaries
are stripped, making the dataset both realistic and challenging.Detailed statistics are shown in
Table 1
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Table 1. Top 30 Vendors by Firmware Count and Other Statistics

Category Filesystem Architecture

Vendor #Firm 32-bits (%) Stripped (%)

NASRouter Other Extjffs2Squashfs Other ARM MIPS x86 Other

NETGEAR 4,604 389 1,012 3,203 29 216 1,972 2,387 349,695193,010115,409 5,770  84.00% 97.84%

D-Link 3,677 20 265 3,392 117 20 922 2,618 69,801 87,441 1,894 27,031 98.32% 98.98%
ASUS 3,657 6 1,192 2459 3 99 1,973 1,582 469,426202,064 25 365 99.55% 93.08%
Tomato 3,319 - 18 3301 0 - 3,316 3 30,469 546,131 0 0 100.00% 100.00%
MikroTik 2,894 - 2,774 120 4 - 2,803 87 55,318 208,507 58,860 123,426 99.76% 97.62%
ZyXEL 2,471 26 46 2,399 69 178 206 2,018 34,360 54,246 96 4,814  99.88% 99.47%
Intel 2,398 - 0 2,398 1 101 889 1,407 376,400 1 1,807 177 99.62% 85.50%
Ubiquiti 1,207 - 204 1,003 0 45 293 869 37,742 188,282 0 735 98.57% 97.78%
Gargoyle 1,046 - 12 1,034 9 15 907 115 3,942 156,278 2,167 0 99.70% 99.85%
digi 1,007 - 0 1,007 4 64 18 921 666 10,046 738 5,900 93.48% 99.79%
TP-LINK 934 - 583 351 - 10 528 396 17,179 37,756 118 368 100.00% 98.97%
CANON 812 - - 812 - 0 0 812 148 - 10 0 93.67% 94.30%
pelco 800 - - 800 - 122 475 203 222,969 - 3,307 165 96.98% 96.35%
Schneider 555 - - 555 - 4 1 550 1,918 1 118 1,647  98.51% 98.83%
TRENDnet 543 2 131 410 15 15 235 278 13,250 18,899 350 34 100.00% 98.96%
Supermicro 528 0 - 528 0 O 0 528 7,667 - 192 24 99.53% 100.00%
Dell 526 1 - 525 1 6 9 510 4,695 - 3,766 4,490  72.85% 99.95%
Conceptronic 367 55 31 281 24 1 71 271 1,485 5,357 39 469 100.00% 96.54%
Tplink 366 0 0 366 3 11 133 219 3,279 5913 20 2 100.00% 99.91%
AirLive 356 3 9 344 76 2 97 181 20,890 4,986 3,215 - 99.99% 95.38%
Tenda 342 0 76 266 0 3 154 185 10,949 10,234 0 - 100.00% 100.00%
QNAP 341 322 - 9 1 - 2 338 5,466 112 746 - 100.00% 99.92%
UTT 327 - - 327 0 - 3 324 0 20,677 0 4,040 100.00% 100.00%
Samsung 319 - - 319 8 5 20 286 38,102 - 104 - 99.99% 99.73%
Hikvision 317 - - 317 49 3 0 265 4,631 - 0 - 100.00% 100.00%
Wayos 307 - - 307 6 0 2 299 0 27,351 585 6 96.81% 100.00%
idis 290 - - 290 - 257 1 32 861 - - - 62.83% 100.00%
Sony 277 - - 277 - - 4 273 905 - - - 100.00% 100.00%
Pioneer 272 - - 272 11 - 9 252 6,678 9 - - 100.00% 96.83%
Belkin 260 - 153 107 1 - 123 136 3,200 14,502 66 - 100.00% 99.14%
Other 6,124 353 580 5,191 155 197 1,472 4,300 217,565183,011 36,453 8,238  89.34% 98.33%

2.1.2  Vulnerability Dataset Construction. We constructed our vulnerability dataset through a two-
stage pipeline that addresses C2: (i) turning largely unstructured CVE texts into reliable tuples
(vulnerable function names and affected version ranges), and (ii) compiling ground-truth ARM
binaries despite heterogeneous and often outdated build environments.

TPL Selection. Building on prior large-scale analyses of TPL reuse in IoT firmware [3, 4], we
select a core set that prior literature repeatedly reports as prevalent and security-critical: OpenSSL
(TLS/SSL and Crypto), BusyBox[2] (system utilities), and zlib (compression). For practicality and
to better cover real firmware attack surfaces, we additionally include six widely shipped TPLs
spanning networking and parsers: curl[6] (network transfers), libexpat[28] (XML), libpng[29] and
libtiff[30] (Image Codec), FreeType[13] (font rendering), and the binutils [15] suite (toolchain
utilities). This literature-grounded selection reflects what prior work documents as common in the
firmware, while ensuring our evaluation spans crypto, utilities, networking, and file parsers that
frequently accumulate N-day CVEs.

CVE Mining and Structuring. For the nine TPLs, we curated 402 CVEs (2004-2024) from authori-
tative sources NVD [35]. Each CVE was normalized into two fields: (a) vulnerable function name(s),
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(b) affected version range. Because the texts are unstructured, we use a lightweight, multi-step
process focused on accuracy:

(1) Regex pre-extraction. Rule-based recognizers capture version ranges (e.g.,'1.1.0-1.1.1c”, “< 1.0.2g”)
and function-like tokens as candidates.

(2) Prompted LLM extraction. A prompt-driven LLM converts CVE/advisory text into a structured
record (functions and version bounds), with source spans for traceability.

(3) Patch-message confirmation. When an upstream fixing commit exists, we use the commit
message to confirm the vulnerable function name(s).

(4) Human verification. Ambiguous items (e.g., aliased symbols) are manually reviewed; clear cases
are sampled; all conflicts are 100% reviewed.

This procedure couples automation (regex+LLM) with commit-level confirmation and human
checks, yielding high-confidence tuples summarized in Table 2.

Compilation to ARM Binaries. To obtain the binary function artifacts used as the source of vul-
nerable binary functions for matching, we compile representative snapshots for the ARM archi-
tecture—namely the oldest affected version, the latest affected version, and several intermediates.
Compilation challenges (missing dependencies, legacy build tools, and environment drift) are
handled as follows:

e Containerized environments. By default, we build in Docker on Ubuntu 18.04 with
GCC 7.5.0 targeting arm-linux-gnueabihf and default compilation settings.

e Legacy releases. For older versions that cannot be built successfully in this setup, we switch
to older Docker images (e.g., Ubuntu 16.04 or Ubuntu 14.04) to match historical toolchains
and system libraries, in order to address compilation-time challenges.

e Missing dependencies. When builds fail due to absent packages, we manually compile and
install the required dependencies inside the container, then re-run the build with default settings.

Table 2. Summary of Vulnerability Metrics for TPLs. Abbreviations: “Vuln. Funcs” = Vulnerable Functions,
“Comp. Vers.” = Compiled Versions, “Comp. Bins” = Compiled Binaries.

TPL TPL Category #CVEs # CWEs # Vuln. Funcs # Comp. Vers. # Comp. Bins
OpenSSL  TLS/SSL and Crypto 118 32 139 141 282
libtiff Image Codec 73 13 77 15 339
FreeType Font Rendering 66 12 68 30 30

curl Networking/Data Transfer 54 26 55 53 53
libexpat XML Parser 28 11 32 16 16
BusyBox System Utilities 20 11 20 14 14
libpng Image Codec 19 9 26 23 23
binutils  Binary Toolchain 16 7 18 6 101

zlib Compression 8 4 8 51 51

This strategy yields a comprehensive ARM binary set for the 402 CVEs across nine TPLs, with
default build settings preserved and practical obstacles (legacy environments, dependency gaps)
explicitly addressed.

2.1.3 Labeling Dataset. To build a reliable ground-truth dataset, we adopt a conservative, multi-
stage pipeline that favors precision over recall. Every label is supported by verifiable evidence,
yielding 111,025 high-confidence triples (binary, function_name, CVE-ID). The pipeline comprises
three filters:
(1) Symbol-based function identification. We use readelf to parse each deduplicated binary’s
symbol table and extract function names. Although nearly 97% of binaries are stripped, many
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still retain some function names. These surviving symbols provide an unambiguous, high-
fidelity signal for function name identity.

(2) TPL version triangulation. We apply curated regexes to string literals to detect and parse
embedded version identifiers (e.g., “OpenSSL 1.1.11”). To maintain high confidence, binaries
without a parsable version string are excluded, since version-specific vulnerability assignment
would otherwise be unreliable.

(3) Vulnerability label generation. We emit a label only when two conditions hold: (i) the
symbol-derived function name matches a CVE’s known vulnerable function, and (ii) the
binary’s detected version falls within that CVE’s affected range.

Applying this pipeline to our firmware corpus yields a ground-truth set of substantial scale and
diversity: 111,025 vulnerable binary functions across nine TPLs. This extensive, heterogeneous
labeling ground truth provides a realistic basis for evaluating BCSD approaches in the real-world.

2.2 Vulnerability Detection and Evaluation

To rigorously assess the real-world efficacy of state-of-the-art BCSD approaches for large-scale
vulnerability detection, we design a comprehensive experimental framework.

2.2.1 Experimental Setup.

Baseline approaches. We evaluate four representative cross-architecture BCSD approaches span-
ning graph-based, execution-path, tree-structured, and IR-level semantic methods:

GMN [27] Models structural correspondences by aligning paired control-flow graphs (CFGs) with
a graph neural network.

Trex [37] Captures compiler-invariant semantics by converting short symbolic-execution paths
(micro-traces) into inputs for a hierarchical Transformer.

Asteria [48] Encodes syntactic structure using a Tree-LSTM over abstract syntax trees (ASTs) of
disassembled functions.

HermesSim [18] Improves semantic robustness by lifting machine code to a normalized interme-
diate representation (IR) and comparing semantics-oriented graphs.

We use the official public implementations with default hyperparameters and no per-dataset tuning
to promote fairness and reproducibility.

Evaluation metrics. We report two complementary retrieval metrics that together characterize
ranking quality and practical search effectiveness:

Mean Reciprocal Rank (MRR) Quantifies how highly the first correct match is ranked; larger
values indicate better overall precision.

Recall @K The fraction of queries whose correct match appears within the top-K candidates,
answering the practical question, “Will an analyst find the vulnerability among the first K
results?”

o

|Q]
1
MRR = — _— ll@K = I k; <K 1
RR o i; = Recall@ Ezl (rank; < K) (1)

1
0] 4
where |Q| is the number of queries, rank; is the rank of the true-positive match for the i-th query,
and I(-) is the indicator function.

2.2.2  BCSD Approach Selection. We train and evaluate all four baselines on the stripped BinKit
dataset using BinKit’s standard train/test split and three rigorous scenarios: XC (cross-compiler),
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XA (cross-architecture), and XM (mixed). Unless otherwise stated, we use official public imple-
mentations with default hyperparameters and avoid per-dataset tuning to ensure fairness and
reproducibility.

As shown in Figure 3, HermesSim consistently outperforms the other systems. Its MRR exceeds
the next-best system (Asteria) by 8.7 percentage points in XA and 25.5 in XC, while also achieving
the highest Recall@1. In the most challenging XM setting, HermesSim again leads with an MRR
of 74.7%. Given its decisive advantage in both ranking quality and top-1 accuracy, we adopt
HermesSim as the core engine for our large-scale firmware vulnerability analysis.

—@®— Recall@! (Line) XA m XC s XM
100
90.1
81.4 80.6
80 74.7
;\? 60
3 437
S 40
20
0 GMN Trex Asteria HermesSim

Fig. 3. Performance on the BinKit benchmark (trained and evaluated on BinKit using its standard split). Bars
show MRR; points show Recall@1. HermesSim consistently leads across XA, XC, and XM.

2.2.3 Detection and Evaluation Workflow. Building on this selection, we run a large-scale retrieval,
and assess performance against our ground truth and research questions.

(1) Lifting and feature extraction. We disassemble binaries with IDA Pro and Ghidra and
extract semantics-oriented graphs (SOGs) as required by HermesSim. Each function is encoded
by the HermesSim encoder into a fixed-length embedding, producing one vector per function
for both the vulnerable function pool and the firmware function pool.

(2) Score and ranking. For each labeled vulnerable function, we compute the cosine similarity
between its embedding and all firmware-function embeddings. Firmware candidates are then
ranked in descending order of similarity to form a per-query result list.

(3) Analysis. Using the labeling dataset constructed earlier as ground truth, we compute MRR
and Recall@K as in Eq. (1). These metrics drive our study of four research questions.

2.24 Research Questions. This study aims to answer the following research questions.

RQ1: How do different versions of vulnerable functions impact the BCSD performance?
A single vulnerability often spans multiple TPL versions (e.g., CVE-2014-0160 [34] impacts
OpenSSL from 1.0.1 through 1.0.1f). Since firmware may embed TPLs in arbitrary versions,
these may not correspond precisely to the versions used to construct the vulnerable functions
for queries. Such version discrepancies can cause mismatches in vulnerable functions due to
code modifications across versions. This RQ aims to evaluate the impact of different versions
of vulnerable functions on vulnerability detection.

RQ2: How do different search spaces impact the BCSD performance? The selection of search
space exerts a direct influence on both the recall and precision of vulnerability detection. A
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broader search space enhances the likelihood of capturing vulnerable functions but simul-
taneously introduces substantial noise and computational overhead, whereas a narrower
search space improves efficiency yet risks overlooking real vulnerabilities. Consequently,
understanding the impact of different search space configurations on detection performance
is crucial for striking an effective balance among recall, accuracy, and computational cost in
practical scenarios. This RQ aims to evaluate the impact of search spaces on vulnerability
detection.

RQ3: How does different function size impact the BCSD performance? Function size can
significantly influence the effectiveness of vulnerability detection based on BCSD. Smaller
functions may lack sufficient semantic context, leading to false negatives, whereas larger
functions may introduce redundant or noisy code that hampers accurate matching. This RQ
aims to evaluate the impact of function sizes on vulnerability detection.

RQ4: How do variations in compilation toolchains impact the BCSD performance? Different
compilation toolchains can substantially reshape the structure and representation of binary
code, even when generated from identical source code. Such variations may alter control
flow, instruction patterns, and function boundaries, thereby influencing the effectiveness
of vulnerability detection methods in accurately identifying vulnerable functions. Prior
studies [18, 44, 48] have typically focused on compilers, optimization levels, and architectures,
compiling binaries under idealized conditions. In reality, however, compilation toolchains are
far more complex. This RQ aims to assess the impact of diverse compilation toolchains on
vulnerability detection and to identify overlooked compilation factors that may significantly
affect BCSD performance.

3 Evaluation Results and Findings

We now present the results of our large-scale experiment, organized by the research questions
defined in Section 2.2.4.

3.1 RAQT1: How do different versions of vulnerable functions impact the BCSD
performance?

Experimental Setup. To evaluate BCSD’s sensitivity to vulnerable function versions, we prepare
three distinct versions of vulnerable functions as queries for vulnerability detection, detailed as
follows.

® Viame: Versions of vulnerable functions that exactly match the TPL versions used in firmware,
establishing a baseline with no version discrepancies between the query and target vulnerable
functions.

® V4est: The oldest versions of vulnerable functions within the specified affected range of a
vulnerability (e.g., 1.0.1 from [1.0.1, 1.0.1f]).

® Viewest: The newest versions of vulnerable functions within the specified affected range of a
vulnerability (e.g., 1.0.1f from [1.0.1, 1.0.1f]).

Experimental Results. Figure 4 presents the vulnerability detection results across various TPLs,
along with the aggregated overall performance. The x-axis represents the different TPLs, while the
y-axis indicates the MRR scores.

The results clearly demonstrate that the versions of vulnerable functions have a substantial
impact on BCSD performance. Using V4 as queries consistently delivers the best outcomes across
all TPLs. On average, V;gme achieves an MRR of 0.961, surpassing Vpjges: and Vieves: by 11.1%
and 4.6%, respectively. V,;q4es; performs the worst, with sharp declines observed for TPLs such as
FreeType, libpng, and OpenSSL. V;eves: attains moderate performance, occasionally outperforming
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the V,4es: baseline but still falling short of V,,,e. Specifically, Binutils and BusyBox consistently
demonstrate identical and high performance across all three version types, with MRR values
approaching 1.0. Manual analysis of these two TPLs in binaries reveals that the vulnerable functions
undergo relatively minor changes across different releases, thereby preserving stable function
semantics. This observation aligns with practical reality, as both TPLs primarily provide basic
functionalities and are seldom updated by developers.

Overall, the results indicate that mismatches between the query versions of vulnerable functions
and the target versions in binaries will impair detection effectiveness.

. Vsame /= Voldest . Vnewest

154
o

MRR Value
e
oo

e
9

0.6

Binutils BusyBox curl FreeType libexpat libpng libTIFF OpenSSL  zlib Overall

Fig. 4. Impact of different versions of vulnerable functions on BCSD performance.

Answer to ROQ1.

» The versions of vulnerable functions have a significant impact on BCSD performance.
Matching queries with the same versions as the targets achieves a high MRR of 0.961, while
using mismatched versions reduces performance by 4.6% to 11.1%.

3.2 RQ2: How do different search spaces impact the BCSD performance?

Experimental Setup. To investigate how different search spaces impact BCSD performance, we
designed two comparative settings.

e Agnostic. In this setting, the entire firmware is treated as the search space, with vulnerable
functions retrieved on a global scale.

e Aware. In this setting, the search space is restricted to the corresponding TPL, with detection
conducted solely within the targeted TPL, a subspace of the broader agnostic search.

Experimental Results. Table 3 presents the Table 3. Impact of search spaces on libpng and OpenSSL.
impact of search spaces across different TPLs.

For libpng, aware search achieved perfect TPL Search  Recall@l MRR

performance with Recall@1 and MRR both ) Agnostic 0.53 0.751

reaching 1.0, compared to 0.53 and 0.751 in libpng Aware 1.000 1.000

the agnostic case. For OpenSSL, aware search :

also produced consistent gains, improving OpenSSL Agnostic 0.794 0.838
Aware 0.870 0.883

Recall@1 from 0.794 to 0.870 and MRR from
0.838 to 0.883. These results clearly demonstrate that restricting the search space to the correct TPL

Proc. ACM Softw. Eng., Vol. 3, No. FSE, Article FSE030. Publication date: July 2026.



FSE030:12 Jingdong Guo, Chaopeng Dong, Yimo Ren, Siyuan Li, Jie Liu, Hong Li, and Hongsong Zhu

substantially reduces noise from irrelevant functions, thereby improving both retrieval accuracy
and ranking quality.

Overall, the experiments confirm that search space is a critical factor in BCSD performance. While
agnostic search offers broader coverage, it suffers from reduced precision due to the larger candidate
pool. Incorporating TPL-awareness consistently enhances detection performance, underscoring its
practical value in real-world vulnerability detection scenarios.

Answer to RQ2

» Restricting the search space to the correct TPL markedly enhances BCSD performance
compared to agnostic search across the entire firmware. On average, the MRR score rises
by 18.5%, while Recalll improves by 41.2%.

3.3 RQ3: How does different function size impact the BCSD performance?

Experimental Setup. To evaluate the impact of function size on BCSD performance, we first
categorize functions according to their sizes, calculated by subtracting the start address from the
end address of each function. We first record the number of functions across different size ranges
in our dataset, and then compute the corresponding MRR for each group to illustrate performance
variations across function sizes.

Experimental Results. Figure 5a illustrates the distribution of function sizes in our dataset, where
functions under 1KB account for the majority, while those exceeding 4KB are comparatively
uncommon. Figure 5b presents the vulnerability detection results across different function size
ranges. For clearer illustration, we categorize function sizes into three groups: small functions (<
2KB), medium functions (2—-4KB), and large functions (> 4KB).

(a) Function Size Distribution (b) MRR
60,000 1 1.07% e e
2 ‘ v
TS 40,000 1 c>3 /
o 0.5 :
& 20,000 &
=
01 Sl 0.0 S
N N N A Y S NN
Function Size (KB) Function Size (KB)

Fig. 5. Non-linear impact of function size on BCSD performance. (a) Long-tailed size distribution in our
dataset. (b) U-shaped relationship between size and MRR, with a pronounced performance trough at mid
sizes.

o Small functions (< 2 KB). Performance is very strong, forming the left arm of the U. Sub-1KB
functions reach an MRR of 0.98; the 1-2 KB bracket remains high at 0.88. These functions tend
to have simple, canonical structures with limited room for disruptive optimizations, yielding
stable, easily matched features.

e Mid-sized functions (2—-4 KB). Performance dips into a complexity trough. MRR drops from
0.88 to a nadir of 0.53 in the 2—-3 KB range (a 35-point decline), then begins to recover to 0.84 for
3-4KB. These functions are large enough for compilation to meaningfully restructure control
and data flow, yet often lack uniquely identifying cues, making similarity less robust.
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e Large functions (> 4 KB). Performance rebounds to form the right arm of the U: MRR exceeds
0.93 and approaches unity near 10 KB. Here, rich idiosyncratic signals—e.g., intricate CFGs,
distinctive string literals, or sizable constant arrays—act as resilient fingerprints across builds.

Answer to RQ3

» Function size also plays a crucial role in BCSD performance. Detection is consistently
strong for small and large functions, but medium-sized functions introduce complexity that
leads to reduced accuracy.

3.4 RQ4: How do variations in compilation toolchains impact the BCSD performance?

A common assumption in many BCSD studies is that a single, cleanly compiled binary can serve
as a universal query. We revisit this assumption by examining heterogeneous, real-world build
environments typical of firmware.

3.4.1 The Problem: Pervasive Performance Variance. To isolate compilation effects, we ran a con-
trolled study: OpenSSL binaries from 42 device vendors (same architecture/bitness). For each target,
we issued an oracle query whose function matched version, architecture, and optimization level
exactly. Thus, any residual variance reflects vendor toolchains and build configues.

1.00
0.95
o 0.90
24
=
0.85
0.80
0.75
S SIS EIFEF TS5 SOSE IS ESESTLILISLIS s
S S S S Sy S S S T ST F E 5SS 35588
TSN 8L S JE TEIE N VY SEEOG TGO 7K
s & & S & FVF P GIFEL &
& T A %Qz N & NN ™ @ < K
O

Fig.6. BCSD performance across vendor-specific OpenSSL builds. Even with version/architecture/optimization
controlled, MRR varies widely, indicating substantial sensitivity to vendor toolchains and configurations.

The results, shown in Figure 6, reveal a startling reality: even under these ideal conditions,
detection performance is highly inconsistent. The Mean Reciprocal Rank (MRR) spans a wide
spectrum, from a perfect 1.0 for vendors like Planet and AirLive down to a fragile 0.768 for Xiaomi.
The aggregate MRR of 0.896 masks this dangerous variance; performance for nearly half the vendors,
including prominent names like Belkin and Tomato, falls well below this average. This demonstrates
that a "semantic gap" exists between binaries compiled from identical source, a gap wide enough to
render even oracle-based queries unreliable.

3.4.2 The Cause: A Diverse Ecosystem of Build Configurations. This performance variance is a
direct consequence of the diverse compilation ecosystem in firmware. Our analysis identified 168
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distinct compiler toolchains across our dataset, often dictated by SDKs from chipset manufacturers
(e.g., Broadcom, HiSilicon) or community projects like OpenWrt.

At a granular level, this heterogeneity is driven by the differential application of compilation
macros, which can fundamentally alter binary structure, as categorized in Table 4. These macros,
ranging from enabling assembly-level implementations (AES_ASM) to stripping entire features
(OPENSSL_NO_ERR), are the root cause of the semantic gap, posing a critical challenge for any BCSD
technique that relies on a single, "vanilla" build for its queries.

Table 4. Taxonomy of Common Compilation Macros and Their Impact on Binary Structure.

Impact Level Description of Change Example Macros

High Implementation/ISA: Replaces high-level AES_ASM, SHA1_ASM, OPENSSL_BN_ASM_%*
language implementation with low-level assembly
for core routines.

High Functional: Adds or removes entire features, OPENSSL_NO_ERR, PROXYARP, BCMWPA2
modules, or protocols, fundamentally altering the
program’s capabilities and CFG.

Medium Structural: Alters the binary’s memory OPENSSL_THREADS/_REENTRANT;, L_ENDIAN
organization, addressing model, or concurrency
model; Modifies data representation.

Low Configurational: Toggles lightweight, DEBUG_*, NDEBUG,
non-structural code elements like diagnostics or ENABLE_LOGGING,0PENSSL_SMALL_FOOTPRINT
assertions, without changing core algorithms.

3.4.3 The Solution: Build-Aware Query Generation. To address this challenge, we propose a "build-
aware" query strategy that sources queries from binaries representative of real-world build patterns
rather than from a default compilation. To implement this, we developed a methodology to systemat-
ically identify these build archetypes. We first extracted compilation fingerprints (toolchain strings
and macro settings) from our firmware binary dataset. Focusing on the prevalent Broadcom ARM
toolchain family, we then clustered binaries based on their macro configurations. This revealed
several dominant clusters, each representing a common, real-world build archetype. Binaries from
these prominent clusters were subsequently used to generate our "In-the-Wild" queries.

Default-Compile Query The conventional approach, where a vulnerable function is compiled
from source using default settings (e.g., gcc -03).

In-the-Wild Query Our proposed approach, which sources queries from representative build
archetypes identified in the firmware ecosystem (i.e., the dominant clusters of the Broadcom
ARM toolchain family).

Table 5. Performance of Default vs. In-the-Wild Queries on a Hold-Out (Non-Broadcom) Dataset.

Recall@1 MRR
Impact Level Sub-category ccall@ Proportion (%)
w D A(W-D) w D A(W-D)

Hish Functional 0.966 0.789 0.177 0.974 0.811 0.163 39.71
& Implementation/ISA  0.974 0.808 0.166 0.986 0.818 0.168 56.41
Medium Structural/Model 0.959 0.741 0.218 0.970 0.785 0.185 1.14
Low Configurational 1.000 0.870 0.130 1.000 0.897 0.103 0.11
Unknown 0.969 0.753 0.216 0.976 0.773 0.203 2.62

Note: W = In-the-Wild; D = Default. Proportions are based on a total of 62,128 items.

We evaluated both query strategies against a hold-out set of 58,511 vulnerable functions from
all non-Broadcom toolchains. The results, summarized in Table 5, are decisive. The In-the-Wild
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Query demonstrates markedly superior generalization. For instance, across high-impact categories,
it improves the aggregate MRR from 0.818 to 0.986—a substantial increase of 16.8 percentage
points. This performance leap confirms that queries sourced from real-world builds are far more
representative and robust, effectively bridging the semantic gap.

3.4.4 Case Study: Visualizing the Semantic Gap. To illustrate why the default-compile query fails,
Figure 7 compares the Control-Flow Graph (CFG) of OpenSSL’s ASN1_verify function under
two build configurations. The default compilation (a) features a distributed error-handling archi-
tecture. In stark contrast, the in-the-wild version (b) is transformed by "High Impact" macros
from Table 4, like OPENSSL_NO_ERR and OPENSSL_SMALL_FOOTPRINT. These macros prune detailed
error reporting and consolidate error handlers into a single block. The resulting binaries are so
topologically dissimilar that a query from the default build cannot reliably match its hardened,
real-world counterpart, providing a clear visual explanation for the performance gap.

(a) Default Compilation (Full Features) (b) Optimized (-NO_ERR, -SMALL_FOOTPRINT)
A loc_A178A loc_9BB6S ...
— " ¥LDR  R3, =(AVerifyC - 0xAx) R 9 Rl T
+MOV  R2, #0x5A -- Remove the line number
STR  R2, [SP#0x58+line] STR RS, [SP#0x48+var_d8] ;
+ADD  R3,PC MOV R3,R8 .
BL ERR_put_error BL ERR_put_error 'x\.
. L._l B err B loc_9BBO8 [’_._J
i~ ¥ ¥ =
err (loc_A1722): loc_9BB0S: = S
. ' l - = ‘ BL EVP_MD_CTX_cleanup BL  EVP_MD_CTX_cleanup _.__J' i __J‘
T LDR  R3,var 50 LDR R4,RS ‘ f J
= LDR  R2,var 2C LDR R6,R7
CMP  R2,R3
+BNE  loc A17A2 - No stack canary check exists.
-- Unified, single exit point
+loc_A17A2: POP  {PC}

+ADD  SP, SP, #0x34 loc_A17A2
+POP.W {R4-R11,PC} +ret=R0
+BLX _ stack chk fai

Fig. 7. CFG Divergence in OpenSSL’s ASN1_verify due to Compilation Macros. (a) The default compi-
lation shows complex, distributed error handling. (b) An in-the-wild build, hardened with macros like
OPENSSL_NO_ERR, shows a radically simplified and consolidated structure, creating the semantic gap.

Answer to RQ4

» Even with version/arch/opt fixed, vendor macro config reshape functions, with an MRR
distribution spanning 1.000-0.768. Switching to build-aware, in-the-wild queries lifts overall
MRR 0.814 — 0.981 (+16.7) and Recall@1 0.798 — 0.971 (+17.2), effectively closing this

gap.

4 Discussion

We revisit a central question: what is required for BCSD to remain reliable at firmware scale? Across
RQ1-RQ4, our results indicate that reliability is not determined by a single model choice, but by
aligning three levers: (i) representative query construction, (ii) early and accurate search-space
scoping, and (iii) robustness to size- and build-induced variance We also highlight that each lever
introduces non-trivial manual or engineering effort whose costs should be weighed against the
accuracy gains it provides.
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4.1 Key Insights Across RQs

Representative queries over canonical builds. RQ4 shows that a clean, default-compiled
query is brittle in heterogeneous vendor environments. Even when version, architecture, and
optimization level match, vendor toolchains and macro toggles create a semantic gap that degrades
retrieval. Selecting queries from in-the-wild build archetypes improves generalization and lifts MRR
substantially (Finding 4). In practice, a small portfolio of archetype-aligned queries per vulnerable
function is preferable to a single canonical build,although curating and validating such a portfolio
requires meaningful manual effort.

Scope first, then rank. RQ2 demonstrates that TPL-aware scoping yields consistent gains over
brute force by cutting noise and reducing compute (Finding 2).Identifying the correct TPL before
matching improves recall@1 and MRR,and also stabilizes downstream triage since fewer non-target
candidates enter the ranking stage.We note that accurate scoping itself depends on the quality of
metadata or the performance of SCA tools, neither of which is always guaranteed in practice.

Function size is non-monotonic risk. RQ3 reveals a U-shaped size—performance curve with a
pronounced trough at 2-3 KB (Finding 3). Small functions are stable and distinctive enough for high
accuracy; very large functions carry resilient fingerprints. Mid-sized functions sit in an instability
region where compiler rewrites are common and unique anchors are scarce. These cases benefit
the most from contextual features and multi-query fallback.

4.2 Implications for Deployment

e Build-aware queries. Replace a single default-compiled query with a compact portfolio
drawn from representative in-the-wild build archetypes.Pick queries that cover common
differences such as toolchain, libc, optimization, and macro.Start with a small set that gives the
best coverage, drop near-duplicates,and adjust the portfolio size based on observed retrieval
performance.Refresh the set if you notice more misses for a specific vendor or family.

o Scope first, rank late. Use TPL/SBOM-driven scoping to shrink candidates before matching;
then fuse ranks across the small archetype-aligned query set to stabilize precision and cost.
First, use whatever hints you have (SBOM, version strings, symbols, file paths) to narrow the
library list. Spend more compute on the most likely libraries and stop early when one result
clearly stands out. Combine the few query results with a simple average or vote.

e Focus on mid-sized hard cases. Treat 2-3 KB functions as high-Challenge: raise decision
thresholds, add lightweight caller/callee context, and enable targeted multi-query fallback on
uncertainty. For these functions, ask for stronger evidence before accepting a match. Add a bit
of context (who calls it, notable constants/strings) to steady the result. If still unsure, try one
or two extra query variants and cap the extra work.

4.3 Limitations

Library and domain coverage. While we study widely deployed libraries (e.g., OpenSSL, zlib),
broader coverage is needed to confirm external validity. Our dataset does not fully cover proprietary
vendor stacks, or RTOS ecosystems, so results may not transfer perfectly. We plan to add more
families and architectures to reduce this gap.

Macro inference noise. Macro settings are inferred from static artefacts (symbols, strings);
stripped binaries and aggressive LTO can obscure these signals.In practice, the extraction relies on
regular expressions, which are inherently fragile—unusual formatting or vendor-specific naming
can cause silent mis-extractions, and maintaining these patterns incurs ongoing manual effort as
target firmware diversifies When signals are missing or unreliable, our guesses can be wrong and
some matches may be missed.
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Function boundary fidelity. Inlining and compiler-specific prologues may introduce boundary
errors that affect both size binning (RQ3) and per-function matching. Such errors can push functions
into the wrong size bucket or distort features. We use several boundary detectors and simple
smoothing, but some residual error remains.

4.4 Future Work

Context-augmented representations. Add stable extrinsic signals (who calls the function, what
it calls, notable constants/strings) to help especially for mid-sized cases. Keep the context small so
lookup stays fast. We will measure the accuracy-latency trade-off directly.

Learned query augmentation. Train transformations that mimic common compiler and macro
changes, so the system can automatically create a few extra query variants. The goal is to boost
recall with only 2-4 added variants per function. We will select them by simple held-out gains to
control cost.

Uncertainty- and cost-aware search. Calibrate scores so the system can say “unsure” explicitly.
Only then expand to extra queries or add a bit of context, and stop early once a clear winner appears.
Cap the extra work and route low-confidence cases to a quick human check.

5 Related Work

Research in firmware vulnerability discovery primarily follows two paradigms: Binary Code Simi-
larity Detection (BCSD) for identifying known N-day vulnerabilities, and non-BCSD methods such
as static or dynamic analysis for uncovering novel 0-day bugs. While our work aligns with the
former, we review both to contextualize our contributions.

5.1 BCSD-Based Vulnerability Detection

Operating on a "search-and-match" principle, this paradigm leverages a known vulnerable function
to find similar instances across a large binary corpus, making it highly effective for scalable N-day
detection in the fragmented firmware ecosystem. The field has evolved from graph-based matching
to more robust deep learning-based embeddings.
Graph-based Matching. Early approaches represented functions as control-flow graphs (CFGs),
measuring similarity through graph isomorphism. Seminal works like Genius [11] clustered func-
tions by CFG features, while BinDiff [16] remains a classic tool for differential analysis. To handle
architectural diversity, discovRE [9] introduced value-driven matching. However, these methods
are computationally intensive and brittle against compiler variations that alter graph structures.
Embedding-based Similarity. To overcome the rigidity of graph matching, subsequent research
embraced high-dimensional vector representations (embeddings), enabling more nuanced and
scalable similarity comparisons. Gemini [47], a landmark work, applied graph embedding networks
to Attributed CFGs (ACFGs), achieving remarkable cross-architecture performance. This inspired a
new wave of deep learning models. SAFE [32] employed a self-attentive network, while NLP-inspired
techniques like Asm2Vec [8] and PalmTree [26] learned semantics from instruction sequences or
pseudocode.Recent technical trends (roughly 2023-2025) [18, 23, 39, 42] emphasize: (i) semantics-
oriented encodings that normalize away syntax and highlight data/control dependencies, often
via lightweight IRs; (ii) resilience to compiler effects by explicitly handling inlining and fuzzy
function boundaries with multi-granularity matching or code extraction; and (iii) system-level
scaling, using compact embeddings, approximate nearest-neighbor indexes, and simple rank fusion
with calibrated scores for high-precision triage.

In summary, the evolution of BCSD towards capturing deeper code semantics has established it
as the backbone for scalable N-day vulnerability detection, offering greater accuracy and resilience
to compiler variations.
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5.2 Non-BCSD Approaches for Firmware Analysis

In contrast to similarity-based methods, this paradigm seeks to uncover vulnerabilities de novo
by analyzing firmware for specific bug patterns or anomalous behaviors. Static analysis inspects
binaries without execution. For example, Firmalice [3] used symbolic execution to find authenti-
cation bypasses. Dynamic analysis and fuzzing execute firmware in an emulator to trigger bugs.
Firmadyne [2] pioneered whole-system emulation, and Avatar [41] introduced a hybrid approach
to bridge emulation and physical hardware. Beyond these early systems, later work operationalizes
taint tracking and IR lifting to trace data flows from network/peripheral inputs to security-sensitive
sinks, e.g., inter-binary taint propagation and configuration extraction in bare-metal images [38, 45].
Practical pipelines couple function identification with rule-based detectors to surface common
issues in embedded web stacks (e.g., command injection in CGI handlers, insecure update paths,
weak authentication flows) [5, 12, 46]. On the dynamic side, coverage-guided fuzzers integrated
with rehosting and snapshotting skip lengthy boots and stress high-value services [10, 20, 40, 52].
Toolchains increasingly support differential analysis across firmware versions/models to catch
regressions and removed checks during maintenance [12]. Hardware-in-the-loop variants drive
real devices via UART/JTAG/SWD alongside emulator traces to improve oracle quality and crash
triage [25, 33, 50].
Inherent Limitations. However, these methods are hampered by significant challenges in the
firmware context. Static analysis suffers from high false positives due to path explosion and a lack
of hardware context. Dynamic analysis is constrained by the "emulation gap"—the difficulty of
modeling hardware-software interactions (e.g., MMIO), which leaves large code sections untested.
Crucially, both approaches face scalability bottlenecks, rendering them ill-suited for analyzing the
vast number of firmware images in the wild.

While indispensable for 0-day discovery, these scalability and fidelity challenges render non-
BCSD approaches less practical for large-scale analysis. This positions BCSD as the more effective
paradigm for systematic N-day vulnerability campaigns, motivating the focus of our work.

6 Conclusion

In this paper, we conduct the largest-scale empirical study on the methodology of BCSD for
firmware vulnerability detection. Our work demonstrates that conventional query strategies are
fundamentally flawed and establishes that a build-aware methodology is the key to making BCSD
effective in the wild. Using this approach on a dataset of nearly 60,000 firmware images, we boost
detection MRR from 0.818 to a near-perfect 0.981. Our analysis also quantifies the necessity of a TPL-
aware search pipeline and uncovers a "complexity trough” where mid-sized functions are hardest to
detect. We believe this work provides a validated, data-driven roadmap for operationalizing BCSD
at scale and challenges the research community to adopt more realistic evaluation benchmarks.

7 Data Availability

Research artifacts and experimental data are available at https://github.com/Guo-jingdong/Firmware-
and-Vulnerability-dataset.
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